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About the host/moderator
Katherine Navarro is a Biomedical Engineer with the VHA Office 
of Healthcare Technology Management (HTM) where she 
supports the Biomedical Engineering field in the VA from a 
national level. 

Katherine has been with the VA in the Healthcare Technology 
Management field for thirteen years. In 2020, Katherine began 
her new role for the Office of HTM, working virtually from San 
Antonio. 

Katherine served as the chair of the ACCE's Body of Knowledge 
Committee from 2017 – 2019 and an ACCE Board Member at 
Large from 2020 – 2022, and as the ACCE Vice President since 
2022. 
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Logistics
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❖All attendees have their microphones muted during the presentation.

❖Questions to the faculty must be submitted via the “Q&A” feature in 

Zoom at any time. They will be addressed at the Q&A portion.

❖If there is any urgent issue, please use the “chat” feature to 

communicate with the host/moderator.

❖Please remember to complete the webinar evaluation after attending.  A 

link will be provided at the end.



ARIF SUBHAN, MS, CCE, FACCE, AAMIF

ACCE - 2023 CCE WEBINAR REVIEW SERIES 5

● Chief Biomedical Engineer, VA Greater Los Angeles Healthcare System 
● VA TCF Preceptor for clinical engineers/BMETs
● Adjunct Professor, Biomedical Engineering, University of Connecticut 
● Lecturer, Biomedical Engineering, Southern California Institute of Technology
● Editorial Board member, BI&T, 24x7 Magazine, and Journal of Clinical Engineering   
● Regular columnist, Journal of Clinical Engineering  
● Ex-Chair, United States Certification Commission (USCC) - predecessor to AAMI Credentials Institute (ACI)
● Past President, American College of Clinical Engineering (ACCE) 
● Co-Chair, AAMI Annual Conference Program Committee
● Faculty member, CCE and CBET exam review courses and international CE workshops since 2006
● Authored book chapters for the "Clinical Engineering Handbook", "Encyclopedia of Medical Devices and 

Instrumentation" and "A Practicum for Biomedical Engineering and Management Issues”
● Presenter at AAMI Conferences since 1992 
● Former Senior Clinical Engineer, Masterplan (National Independent Service Organization)
● Former Chief Biomedical Engineer, VA Nebraska Western Iowa HealthCare System
● Former Chief Biomedical Engineer, VA South Texas Veterans Health Care System
● Former PTSM/EC Consultant, Hospital Association of Southern California
● 2013 ACCE Professional Development/ Managerial Excellence Award
● 2012 AAMI Leadership Award
● 2022 ACCE Tom O’Dea Advocacy Award
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Learning Objectives

Technology Management III

• EMI/RFI Management
• Interpretation of Codes and Standards
• Clinical Systems Networking
• Coordinating Device Interoperability/Interfacing
• Clinical Device Use and/or Application
• Water Quality Management

9/06/2023
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Electromagnetic Interference (EMI)

● EMI refers to the disturbance or noise caused by electromagnetic radiation in the electromagnetic spectrum, which 
includes a wide range of frequencies from extremely low frequency (ELF) to extremely high frequency (EHF).

● EMI can result from various sources, such as electrical appliances, power lines, electronic devices, and even natural 
sources like lightning. When these sources emit electromagnetic radiation, it can interfere with nearby electronic 
equipment or communication systems.

● EMI can be conducted (transmitted through physical connections) or radiated (transmitted through the air). It can 
affect both wired and wireless systems.

Radio-Frequency Interference (RFI)
● RFI is a subset of EMI that specifically refers to electromagnetic interference within the radio frequency (RF) portion 

of the electromagnetic spectrum. This typically covers frequencies from around 3 kHz (kilohertz) to 300 GHz 
(gigahertz).

● RFI is often associated with radio communication systems, including AM and FM radio, TV broadcasts, cellular 
networks, Wi-Fi, and other wireless technologies. When unwanted electromagnetic signals or noise at RF 
frequencies interfere with these systems, it's considered RFI.

EMI and RFI
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https://resources.pcb.cadence.com/blog/2022-the-basics-of-emi-and-rfi

EMI and RFI References

https://resources.pcb.cadence.com/blog/2022-the-basics-of-emi-and-rfi

https://www.machinedesign.com/medical-design/article/21248098/how-does-radiated-emi-impact-medical-devices

https://24x7mag.com/uncategorized/emirfi-management/

https://resources.pcb.cadence.com/blog/2022-the-basics-of-emi-and-rfi
https://resources.pcb.cadence.com/blog/2022-the-basics-of-emi-and-rfi
https://www.machinedesign.com/medical-design/article/21248098/how-does-radiated-emi-impact-medical-devices
https://24x7mag.com/uncategorized/emirfi-management/
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http://www.zoabli.com/WC2015Tronto/G_ZOABLI_AKIMEY_Wireless%20security%20in%20healthcare_Jan_27_2015.pdf

http://www.zoabli.com/WC2015Tronto/G_ZOABLI_AKIMEY_Wireless%20security%20in%20healthcare_Jan_27_2015.pdf
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https://www.ebme.co.uk/articles/clinical-engineering/electromagnetic-compatibility-emc

https://www.ebme.co.uk/articles/clinical-engineering/electromagnetic-compatibility-emc
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https://www.ebme.co.uk/articles/clinical-engineering/electromagnetic-compatibility-emc

https://www.ebme.co.uk/articles/clinical-engineering/electromagnetic-compatibility-emc
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https://www.ebme.co.uk/articles/clinical-engineering/electromagnetic-compatibility-emc

Any piece of equipment will fail if subjected to a large enough 
disturbances. 

Digital circuits are generally more immune but fail more 
catastrophically when they eventually do so. 

A wobbly picture on a monitor would probably be regarded as no 
more than a nuisance, whereas failure of a ventilator, infusion 
pump or automated defibrillator could be fatal.

https://www.ebme.co.uk/articles/clinical-engineering/electromagnetic-compatibility-emc
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EMI/RFI Management

• Electromagnetic compatibility (EMC) - means a medical device is compatible with (no interference is 
caused by) its electromagnetic environment and it does not emit levels of electromagnetic energy that 
cause electromagnetic interference in other devices in the vicinity. 

• A medical device can be vulnerable to electromagnetic interference if the levels of electromagnetic 
energy in its environment exceed the electromagnetic immunity (resistance) to which the device was 
designed and tested. 

• The different forms of electromagnetic energy that can cause electromagnetic interference are 
conducted, radiated, and electrostatic discharge. 

• Electromagnetic interference problems with medical devices can be very complex, not only from the 
technical standpoint but also from the view of public health issues and solutions.

https://www.fda.gov/radiation-emitting-products/radiation-safety/electromagnetic-compatibility-emc

https://www.fda.gov/radiation-emitting-products/radiation-safety/electromagnetic-compatibility-emc
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EMI/RFI Management

The FDA’s Center for Devices and Radiological Health (CDRH) has regulatory 
authority over several thousands of different kinds of medical devices, with 
thousands of manufacturers and variations of devices. 

CDRH is at the forefront of examining medical device electromagnetic 
interference and providing solutions. 

Extensive laboratory testing by CDRH, and others, has revealed that many 
devices can be susceptible to problems caused by electromagnetic interference.
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Wireless Medical Devices

https://www.fda.gov/medical-devices/digital-health-center-excellence/wireless-medical-devices

Radio frequency (RF) wireless medical devices perform at least one function that 
utilizes wireless RF communication such as Wi-Fi, Bluetooth, and 
cellular/mobile phone to support health care delivery. 

Examples of functions that can utilize wireless technology include 
controlling and programming a medical device, 
monitoring patients remotely, or 
transferring patient data from the medical device to another platform such 
as a cell phone.

Examples of areas that utilize RF Wireless technology includes WMTS and RFID

https://www.fda.gov/medical-devices/digital-health-center-excellence/wireless-medical-devices
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Federal Communications Commission (FCC)

The Federal Communications Commission (FCC) oversees the use of the public Radio 
Frequency (RF) spectrum within which RF wireless technologies operate. 

FDA’s policies on wireless medical devices are coordinated with the FCC and provide 
medical device manufacturers with more predictability and a better understanding of 
regulatory requirements for medical devices that utilize these technologies.

Joint Statement on Wireless Medical Devices - U.S. Food and Drug Administration, Federal Communications Commission

https://www.fda.gov/medical-devices/digital-health-center-excellence/wireless-medical-devices

https://www.fda.gov/medical-devices/news-events-medical-devices/joint-statement-wireless-medical-devices-us-food-and-drug-administration-federal-communications
https://www.fda.gov/medical-devices/digital-health-center-excellence/wireless-medical-devices
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Risk Management at Health Care Facilities

Most well-designed and maintained RF wireless medical devices perform 
adequately.  

However, the increasingly crowded RF environment and competition from 
non-medical wireless technology users could impact the performance of RF 
wireless medical devices. 

FDA recommends that health care facilities develop appropriate processes 
and procedures to assess and manage risks associated with the integration 
of RF wireless technology into medical systems.
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Health care facilities should also consider the following:

● Selection of wireless technology

● Quality of service

● Coexistence

● Security

● Electromagnetic Compatibility (EMC)

Risk Management at Health Care Facilities
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AAMI Technical Information Report (TIR) provides information, 
guidance, and general recommendations regarding electromagnetic 
compatibility (EMC) of medical devices and the use of RF wireless 
technology in healthcare facilities to promote patient safety. 

Provide a broad range of information about EMC of medical devices 
for clinical and biomedical engineers and other technical personnel; 
healthcare administrators, including heads of hospital departments; 
medical staff; and healthcare associations. 

Assist healthcare organizations evaluate their electromagnetic (EM) 
environment and implement actions needed to minimize 
electromagnetic interference (EMI) problems and manage the EM 
environment, including wireless RF sources.
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https://store.aami.org/s/store#/store/browse/detail/a152E000006lExAQAU

ANSI/AAMI/IEC 60601-1-2:2014
Medical electrical equipment—Part 1-2: General requirements for basic safety and essential 
performance—Collateral standard: Electromagnetic disturbances—Requirements and tests

https://store.aami.org/s/store#/store/browse/detail/a152E000006lExAQAU
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Interpretation of Codes and Standards

8/11/2021
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Codes, Standards & Regulations
● The terms “codes,” “standards,” and “regulations” are often used 

interchangeably.

What is a Standard?
•  Establishes a minimum level of performance.
•  To standardize test methods, specifications, definitions, or practices.
•  Most standards are voluntary.

Examples
Standards developed by Joint Commission, NFPA, AAMI, CAP, AABB, etc.

When is Compliance with a Standard required?
Compliance is mandatory only when required by an authority having jurisdiction 

(AHJ*).
 “*An organization, office, or individual responsible for enforcing the requirements of a 

code or standard, or for approving equipment,…”
8/11/2021
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Limitations

• Standards/codes/regulations are based on past experience and can 
inhibit modernization or limit progress.

• Usually their scope is limited and could be inappropriate for unforeseen 
situations – important to know the origin, background and last revision 
date.

• Participation in the development of standards/regulations requires 
time and money which many individuals and small organization cannot 
afford.
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Checklist in Using a Standard

• Who developed it?
• How was it developed?
• When was it developed?
• When was it last revised?
• When will it be revised?
• Where has it been used?
• Is it mandatory? According to whom?
• What are possible limitations?
• Why should it be used?
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Codes

What is a Code?
• System of standards relating to a particular topic.
• It may be adopted by government or private entities in whole or in 

part.
• Enforcement of the code lies with the government (local, state, or 

federal), turning the standards into regulatory documents.

Examples
NFPA 70   National Electrical Code
NFPA 99   Health Care Facilities Code
NFPA 101   Life Safety Code 

When is Compliance with a code required?
Compliance is mandatory only when required by an authority having 
jurisdiction (AHJ).
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2022 California Electrical Code (Title 24 Part 3) is a 
fully-integrated California-specific electrical code 
based on the 2020 National Electrical Code.
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Regulations

• A document that is issued by a government entity.
• It may include in whole or in part a standard or in lieu of inclusion, 

reference to a standard.
• It has the force of law from the start.

Examples
Code of Federal Regulations (CFR)  
California Code of Regulations (CCR)
Arizona Administrative Code
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Are Joint Commision Standards Mandatory

No but many third-party payers require Joint Commission Accreditation.

Joint Commission is an independent, not-for-profit organization. When
congress passed the Social Security Amendments of 1965 (Public Law 89-97),
there was a provision in the law that permitted hospitals accredited by the
Joint Commission to be “deemed” in compliance with the “Medicare 
Conditions of Participation” for hospitals.

This provides hospitals with an alternate path that many consider preferable
to a survey done by the individual state survey agencies on behalf of the 
Centers of Medicaid and Medicare Services (CMS) to qualify for Medicare and
Medicaid reimbursement. 

The Conditions of Participation for hospitals are contained in 42 CFR 482. 
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https://www.cms.gov/Regulations-and-Guidance/Guidance/Manuals/downloads/som107ap_a_hospitals.pdf

https://www.cms.gov/Regulations-and-Guidance/Guidance/Manuals/downloads/som107ap_a_hospitals.pdf
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Types of Organizations involved with 
Codes, Standards & Regulations

1. Voluntary organizations 

2. Federal agencies 

3. State agencies 

4. Local agencies 
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Voluntary Organizations 

• The Joint Commission  
• College of American Pathologists (CAP)
• American Association of Blood Banks (AABB)
• National Fire Protection Association (NFPA)
• Association for the Advancement of Medical Instrumentation (AAMI)
• American Osteopathic Association (AOA)
• Underwriters Laboratories (UL)
• International Electrotechnical Commission (IEC)
• International Organization for Standardization (ISO)
• American National Standards Institute (ANSI)
• Accreditation Association of Ambulatory Health Care (AAAHC) 
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https://vimeo.com/720457602/49498e8860

The presentations start at 14:30.

https://vimeo.com/720457602/49498e8860
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https://www.cms.gov/Regulations-and-Guidance/Guidance/Manuals/downloads/som107ap_a_hospitals.pdf
Page 375

https://www.cms.gov/Regulations-and-Guidance/Guidance/Manuals/downloads/som107ap_a_hospitals.pdf
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https://assets.tripplite.com/white-paper/ul-60601-1-power-strips-white-paper-en.pdf

https://assets.tripplite.com/white-paper/ul-60601-1-power-strips-white-paper-en.pdf
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For a healthcare organization to partake in and get payment from the Medicare or Medicaid 
programs, it must be certified as complying with the Conditions of Participation (CoP), or standards, 
stated in the federal regulations. In order to obtain this certification, a site survey is conducted by a 
state agency on behalf of the Centers for Medicare & Medicaid Services (CMS).

There are alternatives to the state agency site survey. One of the national accrediting organizations, 
e.g., The Joint Commission, the American Osteopathic Association (AOA), and Det Norske Veritas 
(DNV), also has and implements standards that meet the federal Conditions of Participation. 

CMS may grant an accrediting organization “deeming” authority. The healthcare organization 
therefore would have “deemed status” if it is surveyed by one of these “deeming” national 
accrediting organizations. The healthcare organization in this case will not be subject to the Medicare 
survey and certification process.

Deemed Status 

https://www.cms.gov/files/document/qso-21-12-ao-clia.pdf
https://www.cms.gov/Medicare/Provider-Enrollment-and-Certification/SurveyCertificationGenInfo/Downloads/Accrediting-
Organization-Contacts-for-Prospective-Clients-.pdf

https://www.cms.gov/files/document/qso-21-12-ao-clia.pdf
https://www.cms.gov/Medicare/Provider-Enrollment-and-Certification/SurveyCertificationGenInfo/Downloads/Accrediting-Organization-Contacts-for-Prospective-Clients-.pdf
https://www.cms.gov/Medicare/Provider-Enrollment-and-Certification/SurveyCertificationGenInfo/Downloads/Accrediting-Organization-Contacts-for-Prospective-Clients-.pdf
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https://www.cms.gov/Medicare/Provider-Enrollment-and-Certification/SurveyCertificationGenInfo/Downloads/Accrediting-Organization-Contacts-for-Prospective-Clients-.pdf

CMS-Approved Accrediting Organizations 

● Accreditation Association for Ambulatory Health Care 
(AAAHC) 

● Accreditation Commission for Health Care (ACHC) 
● American Association for Accreditation of Ambulatory 

Surgery Facilities (AAAASF) 
● DNV - Healthcare (DNV) 
● The Joint Commission (TJC) 
● Other organizations

https://www.cms.gov/Medicare/Provider-Enrollment-and-Certification/SurveyCertificationGenInfo/Downloads/Accrediting-Organization-Contacts-for-Prospective-Clients-.pdf
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National Fire Protection Association (NFPA) 

• Established in 1896.

• 300 codes and standards intended to minimize the possibility and 
effects of fire and other risks.

• NFPA codes and standards influence virtually every building, process, 
service, design, and installation in US.

• NFPA 70, NFPA 99 and NFPA 101 are of interest to clinical engineers 
and BMETs.
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NFPA 99 Purpose & Application 
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https://www.csemag.com/articles/nfpa-99-health-care-facilities-code-overview/

https://www.csemag.com/articles/nfpa-99-health-care-facilities-code-overview/
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https://www.csemag.com/articles/understanding-the-fire-safety-requirements-in-nfpa-99-2012/

https://www.csemag.com/articles/understanding-the-fire-safety-requirements-in-nfpa-99-2012/
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Which agencies reference and enforce NFPA 99 

• The Joint Commission
• Accreditation Commission for Health Care, 

Inc.    
• CMS - Medicare Conditions of Participation 

(42 CFR 482)
• DNV
• Arizona Administrative Code - Title 9
• Texas Administrative Code - Title 25
• Other States, Cities and private organizations
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https://up.codes/code/nfpa-99-health-care-facilities-code-2012

https://up.codes/code/nfpa-99-health-care-facilities-code-2012
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Federal Agencies 

• Food & Drug Administration (FDA) 

• Federal Communication Commission (FCC)

• Occupational Safety & Health Administration (OSHA)

• Nuclear Regulatory Commission (NRC)

• Centers for Medicare and Medicaid Services (CMS)
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Food & Drug Administration (FDA)

•  Safe Medical Devices Act (SMDA) of 1990

•  Medical Device Recalls

•  Blood Banks

•  Title 21, 1020.30 (Reports of Assembly)

•  Mammography Quality Standards Act (MQSA)
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https://www.fda.gov/medical-devices/mandatory-reporting-requirements-manufacturers-importers-and-device-user-facilities/medical-device-reporting-regulation-history

https://www.fda.gov/medical-devices/mandatory-reporting-requirements-manufacturers-importers-and-device-user-facilities/medical-device-reporting-regulation-history
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The Safe Medical Devices Act (SMDA) requires 
user facilities to report:

● device-related deaths to the FDA and the device 
manufacturer;

● device-related serious injuries to the manufacturer, 
or to FDA if the manufacturer is not known; and

● submit to FDA on an annual basis a summary of all 
reports submitted during that period.
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https://www.latimes.com/archives/la-xpm-1991-01-20-fi-986-story.html

https://www.latimes.com/archives/la-xpm-1991-01-20-fi-986-story.html
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https://www.fda.gov/media/71205/download
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Device tracking enables FDA to require a manufacturer to promptly identify 
product distribution information and remove a device from the market. 

Section 519(e) states the Agency may require tracking for a class II or class III 
devices 
(A) the failure of which would be reasonably likely to have serious adverse 
health consequences; or 
(B) which is 
i. intended to be implanted in the human body for more than one year; or 
ii. is a life sustaining or life supporting device used outside a device user 
facility. 

Importance of Device Tracking
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Journal of Clinical Engineering 19(1):p 29-38, January 1994.

https://journals.lww.com/jcejournal/toc/1994/01000
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Journal of Clinical Engineering. 21(2):114-148, March-April 1996.
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FDA assigns the recall a classification (I, II, or III) to indicate the relative degree 
of risk.

Class I: A situation where there is a reasonable chance that a product will 
cause serious health problems or death.

Class II: A situation where a product may cause a temporary or reversible 
health problem or where there is a slight chance that it will cause serious 
health problems or death.

Class III: A situation where a product is not likely to cause any health problem 
or injury.

Classification of Recalls

https://www.fda.gov/medical-devices/medical-device-recalls/what-medical-device-recall

https://www.fda.gov/medical-devices/medical-device-recalls/what-medical-device-recall
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https://www.fda.gov/medical-devices/medical-device-safety/medical-device-recalls

https://www.fda.gov/medical-devices/medical-device-safety/medical-device-recalls


70

https://www.fda.gov/vaccines-blood-biologics/blood-blood-products

https://www.fda.gov/vaccines-blood-biologics/blood-blood-products
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The Center for Biologics Evaluation and Research (CBER) regulates the 
collection of blood and blood components used for transfusion or for the 
manufacture of pharmaceuticals derived from blood and blood components, 
such as clotting factors, and establishes standards for the products themselves. 

CBER also regulates related products such as cell separation devices, blood 
collection containers and HIV screening tests that are used to prepare blood 
products or to ensure the safety of the blood supply. 

CBER develops and enforces quality standards, inspects blood establishments 
and monitors reports of errors, accidents and adverse clinical events.

Blood Banks
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FDA inspects all blood facilities at least every two years, and "problem" facilities 
are inspected more often.

All owners or operators of establishments that manufacture blood products are 
required to register with the FDA, pursuant to section 510 of the Federal Food, 
Drug, and Cosmetic Act, unless they are exempt under 21 CFR 607.65. 

A list of every blood product manufactured, prepared, or processed for 
commercial distribution must also be submitted. 

Blood Banks
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https://www.fda.gov/regulatory-information/search-fda-guidance-documents/mammography-facility-surveys-mammography-equipment-evaluations-and-medical-physicist-qualification#1

Mammography Quality Standards Act (MQSA)

● Law since 1992 - establish national quality standards for 
mammography. 

● All facilities must be accredited by an approved accreditation body.  

● Each certified mammography facility to utilize the services of a qualified
medical physicist to survey the facility’s equipment and to oversee the 
equipment-related quality control (QC) program used by the facility (21 
CFR 900.12(d),(e); see Attachment A). 

● Each certified facility undergo an annual on-site physics consultation and 
evaluation survey performed by a qualified medical physicist.

https://www.fda.gov/regulatory-information/search-fda-guidance-documents/mammography-facility-surveys-mammography-equipment-evaluations-and-medical-physicist-qualification#1
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Federal Communications Commission (FCC)

https://www.fcc.gov/wireless/bureau-divisions/mobility-division/wireless-medical-telemetry-service-wmts

https://www.fcc.gov/wireless/bureau-divisions/mobility-division/wireless-medical-telemetry-service-wmts
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https://www.fcc.gov/wireless/bureau-divisions/mobility-division/wireless-medical-telemetry-service-wmts/american-society

https://www.fcc.gov/wireless/bureau-divisions/mobility-division/wireless-medical-telemetry-service-wmts/american-society
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The Federal Communications Commission (FCC) created the Wireless Medical 
Telemetry System (WMTS) in response to growing concerns about interference from 
digital television transmitters and other equipment. 

The FCC dedicated bands of frequencies to promote the interference-free use of 
medical telemetry systems important for patient monitoring. 

The FCC mandated that all WMTS transmitters be registered, and appointed ASHE as 
the frequency coordinator to handle registration. 

ASHE and its technical partner Comsearch provide frequency coordination services and 
device registration.

https://www.ashe.org/wmts

https://www.ashe.org/wmts
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https://www.ashe.org/system/files/media/file/2022/03/wmts-user-guide.pdf

https://www.ashe.org/system/files/media/file/2022/03/wmts-user-guide.pdf
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Part VIII: Workplace Safety Practices (Occupational Safety and Health Administration)

Subhan, Arif MS, CCE 
Journal of Clinical Engineering: January 2009 - Volume 34 - Issue 1 - p 7-8

Occupational Safety and Health 
Administration
OSHA's Mission

With the Occupational Safety and Health Act of 1970, Congress created the Occupational 
Safety and Health Administration (OSHA) to ensure safe and healthful working conditions 
for workers by setting and enforcing standards and by providing training, outreach, 
education and assistance

OSHA is part of the United States Department of Labor.

OSHA Coverage

The OSH Act covers most private sector employers and their workers, in addition to some 
public sector employers and workers in the 50 states and certain territories and 
jurisdictions under federal authority.
https://www.osha.gov/aboutosha

https://journals.lww.com/jcejournal/toc/2009/01000
https://www.osha.gov/laws-regs/oshact/toc
https://www.osha.gov/sites/default/files/publications/3439at-a-glance.pdf
https://www.osha.gov/sites/default/files/publications/3439at-a-glance.pdf
https://www.dol.gov/
https://www.osha.gov/workers/
https://www.osha.gov/aboutosha
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OSHA’s quarterly occupational limits for radiation exposures 
(adult)

29 CFR 1910.1096

https://www.osha.gov/laws-regs/regulations/standardnumber/1910/1910.1096
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In radiation protection, the rem (an abbreviation for Roentgen 
Equivalent Man) is the non-SI unit of the equivalent dose, which is 
used predominantly in the USA.

The rem represents the equivalent biological effect of the deposit 
of one hundred ergs (one rad) of gamma rays energy in a kilogram 
of human tissue. 

REM

https://www.radiation-dosimetry.org/what-is-roentgen-equivalent-man-rem-unit-definition/

https://www.radiation-dosimetry.org/what-is-rad-radiation-absorbed-dose-definition/
https://www.radiation-dosimetry.org/what-is-roentgen-equivalent-man-rem-unit-definition/
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U.S. Nuclear Regulatory Commision (NRC)

The U.S. Nuclear Regulatory Commission (NRC) was created 
as an independent agency by Congress in 1974 to ensure 
the safe use of radioactive materials for beneficial civilian 
purposes while protecting people and the environment. 

The NRC regulates commercial nuclear power plants and 
other uses of nuclear materials, such as in nuclear 
medicine, through licensing, inspection and enforcement of 
its requirements.
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https://www.nrc.gov/docs/ML2000/ML20003E672.pdf

https://www.nrc.gov/docs/ML2000/ML20003E672.pdf
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Clinical Laboratory Improvement Amendments (CLIA)

https://24x7mag.com/standards/regulations/jc-laboratory-accreditation-program/

US Congress passed the CLIA in 1988 as Public Law 100-578 to ensure the accuracy 
and reliability of all laboratory testing. CLIA establishes uniform quality standards 
for laboratories and applies to all entities that perform tests on human specimens. 

The tests commonly performed in laboratories regulated under CLIA are tests on 
blood, urine, and other samples to detect cancer, HIV, diabetes, and other diseases.

The Centers for Medicare & Medicaid Services (CMS) regulates all laboratory 
testing (except research) performed on humans in the U.S. through the Clinical 
Laboratory Improvement Amendments (CLIA). 

CLIA covers approximately 330,000 laboratory entities.

https://24x7mag.com/standards/regulations/jc-laboratory-accreditation-program/
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National Council on Radiation Protection and Measurements (NCRP) 
Chartered by the U.S. Congress in 1964 as the National Council on Radiation Protection - Public Law 88-376

Report No. 147 (2004) presents recommendations and technical information related to the design and installation of structural shielding for facilities that 
use x rays for medical imaging. 
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Medical x-ray imaging - consists of primary and secondary radiation. 

Primary radiation, also called the useful beam, is radiation emitted directly 
from the x-ray tube that is used for patient imaging. A primary barrier is a 
wall, ceiling, floor or other structure that will intercept radiation emitted 
directly from the x-ray tube. Its function is to attenuate the useful beam to 
appropriate shielding design goals. 

Secondary radiation consists of x rays scattered from the patient and other 
objects such as the imaging hardware and leakage radiation from the 
protective housing of the x-ray tube. A secondary barrier is a wall, ceiling, 
floor or other structure that will intercept and attenuate leakage and 
scattered radiations to the appropriate shielding design goal. 
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Primary and secondary radiation exposure to individuals 
depends primarily on the following factors: 

• the amount of radiation produced by the source 
• the distance between the exposed person and the source of 
the radiation 
• the amount of time that an individual spends in the 
irradiated area 
• the amount of protective shielding between the individual 
and the radiation source
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Figure 2.1 illustrates primary, scattered, leakage and transmitted radiation in a typical 
radiographic room. 
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https://www.cdc.gov/nceh/radiation/alara.html#:~:text=The%20guiding%20principle%20of%20radiation,if%20the%20dose%20is%20small.

https://www.cdc.gov/nceh/radiation/alara.html#:%7E:text=The%20guiding%20principle%20of%20radiation,if%20the%20dose%20is%20small
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Measuring Radiation Exposure: What is a Sievert? - YouTube

https://www.youtube.com/watch?app=desktop&v=vRYwUPBZ-J4
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Imaging procedures and their approximate effective 
radiation doses*

9/06/2023

Procedure Average effective 
dose (mSv)

Range reported in the 
literature (mSv)

X-ray, panoramic 
dental 0.01 0.007–0.09

X-ray, chest 0.1 0.05–0.24

Mammogram 0.4 0.10–0.6

CT, chest 7 4.0–18

*The actual radiation exposure depends on many things, including the device itself, the duration of the scan, your size, and 
the sensitivity of the tissue being targeted.

Mettler FA, et al. "Effective Doses in Radiology and Diagnostic Nuclear Medicine: A Catalog," Radiology (July 2008), Vol. 248, 
pp. 254–63.
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Clinical Systems Networking
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https://www.aami.org/docs/default-source/aami-papers/medicalconnectivitypdf.pdf?sfvrsn=5b41fbed_2

https://www.aami.org/docs/default-source/aami-papers/medicalconnectivitypdf.pdf?sfvrsn=5b41fbed_2
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https://www.aami.org/docs/default-source/aami-papers/health_it_risk_management.pdf

https://www.aami.org/docs/default-source/aami-papers/health_it_risk_management.pdf
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https://www.draeger.com/Products/Content/wifi-monitoring-wp-9068680-en-us.pdf

https://www.draeger.com/Products/Content/wifi-monitoring-wp-9068680-en-us.pdf
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Coordinating Device 
Interoperability/Interfacing
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Medical Device Interoperability 

What is Medical Device Interoperability?

Medical device interoperability is the ability to safely, securely, and 

effectively exchange and use information among one or more devices, 

products, technologies, or systems. 

This exchanged information can be used in a variety of ways including 

display, store, interpret, analyze, and automatically act on or control 

another product.
https://www.fda.gov/medical-devices/digital-health-center-excellence/medical-device-
interoperability#:~:text=What%20is%20Medical%20Device%20Interoperability,products%2C%20technologies%2C%20or%20systems

https://www.fda.gov/medical-devices/digital-health-center-excellence/medical-device-interoperability#:%7E:text=What%20is%20Medical%20Device%20Interoperability,products%2C%20technologies%2C%20or%20systems
https://www.fda.gov/medical-devices/digital-health-center-excellence/medical-device-interoperability#:%7E:text=What%20is%20Medical%20Device%20Interoperability,products%2C%20technologies%2C%20or%20systems
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As electronic medical devices become increasingly connected to each 
other and to other technologies, the ability of connected systems to 
safely, securely and effectively exchange and use the information 
becomes critical.

Interoperable devices with the ability to share information across systems 
and platforms can:

● Improve patient care,
● Reduce errors and adverse events,
● Encourage innovation, and
● Enable more diverse study datasets.
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https://youtu.be/mB3Byaix_tc

https://youtu.be/mB3Byaix_tc
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https://webstore.ansi.org/Documents/Medical-Device-Interoperability.pdf

https://webstore.ansi.org/Documents/Medical-Device-Interoperability.pdf
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https://www.fda.gov/medical-devices/digital-health-center-excellence/cybersecurity

Cybersecurity concerns rise along with the increasing medical device 
interoperability

All legally-marketed medical devices have benefits and risks. 

FDA clears, authorizes, and approves devices to be marketed when there is a 
reasonable assurance that the devices are safe and effective for their intended 
use.

Medical devices are increasingly connected to the Internet, hospital networks, 
and other medical devices to provide features that improve health care and 
increase the ability of health care providers to treat patients. 

Cybersecurity 

https://www.fda.gov/medical-devices/digital-health-center-excellence/cybersecurity
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https://www.fda.gov/medical-devices/digital-health-center-excellence/cybersecurity

These same features also increase potential cybersecurity risks. 

Medical devices, like other computer systems, can be vulnerable to 
security breaches, potentially impacting the safety and effectiveness of 
the device.

Threats and vulnerabilities cannot be eliminated and reducing 
cybersecurity risks is especially challenging. 

Health care environment is complex, and manufacturers, hospitals, and 
facilities must work together to manage cybersecurity risks.

Cybersecurity 

https://www.fda.gov/medical-devices/digital-health-center-excellence/cybersecurity
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The Manufacturer Disclosure Statement for Medical Device Security (MDS2) is a 
standardized form intended to be filled out by medical device manufacturers to 
communicate information about their devices' security and privacy characteristics 
to current device owners and potential buyers, typically healthcare delivery 
organizations. 

Manufacturers provide the form upon request. 

Information contained in the MDS2 can aid your facility in the device procurement 
process as well as in risk management. 

Manufacturer Disclosure Statement for Medical Device Security

Getting the Most Out of the MDS2 Form. Published by ECRI

https://www.nema.org/standards/view/manufacturer-disclosure-statement-for-medical-device-security

https://www.nema.org/standards/view/manufacturer-disclosure-statement-for-medical-device-security
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https://www.mitre.org/sites/default/files/publications/Playbook-for-Threat-Modeling-Medical-Devices.pdf

https://www.mitre.org/sites/default/files/publications/Playbook-for-Threat-Modeling-Medical-Devices.pdf
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Medical device interoperability

Medical device interoperability refers to information sharing from one device 
to another or between devices and EHRs. The West Health Institute (West 
Health Institute, 2013) defined medical device interoperability as:

… the ability for clinical medical devices to communicate in a consistent, 
predictable, and reliable way, allowing for the exchange of, and interaction 
with, data from other medical devices and with patient data sources and 
repositories, such as electronic health records (EHRs), in order to enhance 
device and system functionality.
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Data from many different types of medical devices have been 
integrated with the EHR including physiological monitors, vital sign 
monitors, ECG machines, infusion pumps, EEG devices, ventilators, 
anesthesia machines, and dialysis machines. Medical device 
interoperability facilitates the communication of test results and 
vital signs readings to clinicians. 

It automates the integration of relevant information to inform 
ordering decisions, thus reducing ordering errors stemming from 
lack of patient information. Interoperability can address 
transcription and administrative errors by allowing EHRs, and 
integrated devices, to communicate in a quasi-seamless manner.
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Interface standards

Since most medical device integration is between device(s) and the EHR, most 
frequently provided by different companies, standards need to be in place in order 
for these systems to communicate. The most common standard used for nonimaging 
data transfer is HL-7. 

HL-7 is an international, nonprofit standards organization that provides a framework, 
and related standards, for the exchange, integration, sharing, and retrieval of 
electronic health information. These standards define how information is packaged 
and communicated from one system to another, setting the language, structure, and 
data types required for integration between systems. HL7 standards support clinical 
practice and the management, delivery, and evaluation of health services, and 
products.
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https://www.dicomstandard.org/

https://www.dicomstandard.org/
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Clinical Device Use and/or Application 
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● Learning about the clinical application of the medical 
equipment

● What procedure is performed with equipment 
(anesthesia machine, ventilator, ESU, pacemaker, etc.)

● How are commonly used medical equipment used 
(Defibrillators, VSMs, CT, Surgical Robot, etc.)

● What is the perspective of the User (radiologist, RT, 
nurse, cardiologist, …)
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● Learn what the output of the device means to the clinician 
(temperature, vital signs, EKGs, lab tests, images of 
CT/MRI/Mammography, etc.).

● Knowing the key players in the clinical area (RT in Resp, 
Anesthesiologist and Surgeon in OR, Interventional 
Radiologist in IR, etc.).

● Wide knowledge - ability to learn quickly.

● Manufacturer’s website, Specifications, Videos, etc.
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Clinicians are considering the use of anesthesia machines for 
patient ventilation - what is your role as a CE?

Differences between and anesthesia machine and ventilator
https://www.youtube.com/watch?v=ufaGUPs2fHo

APSF/ASA Guidance on Purposing Anesthesia Machines as ICU Ventilators
https://www.asahq.org/in-the-spotlight/coronavirus-covid-19-information/purposing-
anesthesia-machines-for-ventilators

Off-Label Use of Anesthesia Machine
https://www.gehealthcare.com/-/jssmedia/gehc-anesthesia-covid-19-off-label-
anesthesia-for-icu-ventilation-doc2379115-2020-3-23.pdf?rev=-
1&hash=DE894991A129651A747CA13B361FD632

https://www.youtube.com/watch?v=ufaGUPs2fHo
https://www.asahq.org/in-the-spotlight/coronavirus-covid-19-information/purposing-anesthesia-machines-for-ventilators
https://www.asahq.org/in-the-spotlight/coronavirus-covid-19-information/purposing-anesthesia-machines-for-ventilators
https://www.gehealthcare.com/-/jssmedia/gehc-anesthesia-covid-19-off-label-anesthesia-for-icu-ventilation-doc2379115-2020-3-23.pdf?rev=-1&hash=DE894991A129651A747CA13B361FD632
https://www.gehealthcare.com/-/jssmedia/gehc-anesthesia-covid-19-off-label-anesthesia-for-icu-ventilation-doc2379115-2020-3-23.pdf?rev=-1&hash=DE894991A129651A747CA13B361FD632
https://www.gehealthcare.com/-/jssmedia/gehc-anesthesia-covid-19-off-label-anesthesia-for-icu-ventilation-doc2379115-2020-3-23.pdf?rev=-1&hash=DE894991A129651A747CA13B361FD632
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https://www.fda.gov/regulatory-information/search-fda-guidance-documents/enforcement-policy-ventilators-and-accessories-and-other-respiratory-devices-during-coronavirus

https://www.fda.gov/regulatory-information/search-fda-guidance-documents/enforcement-policy-ventilators-and-accessories-and-other-respiratory-devices-during-coronavirus
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Hospital wants to open a swing space for Covid/non-Covid 
patients -  what is your role as a CE?

https://apps.who.int/iris/bitstream/handle/10665/336745/WHO-2019-nCoV-MedDev-TS-O2T.V2-eng.pdf?sequence=1&isAllowed=y

https://apps.who.int/iris/bitstream/handle/10665/336745/WHO-2019-nCoV-MedDev-TS-O2T.V2-eng.pdf?sequence=1&isAllowed=y
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Hospital wants to open a swing space for Covid/non-Covid 
patients -  what is your role as a CE?

https://apps.who.int/iris/bitstream/handle/10665/336745/WHO-2019-nCoV-MedDev-TS-O2T.V2-eng.pdf?sequence=1&isAllowed=y

“In response to the global pandemic crisis and the need for a 
model reference list of basic and priority medical devices 
required for the COVID-19 response, this project was developed 
by the World Health Organization (WHO), following the latest 
available evidence on COVID-19 clinical management and 
infection prevention and control (IPC).”

https://apps.who.int/iris/bitstream/handle/10665/336745/WHO-2019-nCoV-MedDev-TS-O2T.V2-eng.pdf?sequence=1&isAllowed=y
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Hospital wants to set up temporary patient monitoring  -  what is 
your role as a CE?
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Water Quality Management
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Water is the foundation of life; because of that, wet environments pose a particular 
hazard of infection, promoting microbial growth and serving as a source for 
antibiotic resistant pathogens, and healthcare-associated infections.

Tap water meets stringent safety standards in the United States, but it is not sterile. 
Certain numbers and types of bacteria and other microbes may be present when 
water leaves the tap. For typical household uses such as washing, bathing, drinking 
and food preparation, these microbes rarely pose a serious health risk.

Reducing Risk from Water  

https://www.cdc.gov/hai/prevent/environment/water.htmlsterile - free from bacteria or other living microorganisms; totally clean

https://www.cdc.gov/hai/prevent/environment/water.html
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In contrast, in healthcare settings, the ways we use water are more varied and patients 
might be more vulnerable to infection. 

Certain conditions within healthcare plumbing systems can even encourage microbial 
growth. This can lead to dangerously high levels of potential pathogens. 

Moreover, the risk does not stop at the tap—every use of water in patient care settings 
must be scrutinized and evaluated for its risk to harbor and transmit healthcare-
associated pathogens. Even hospital sink drains and toilets can pose a risk for harboring 
antibiotic resistant pathogens that can spread to patients and cause harm.

Reducing Risk from Water  



137

https://www.cdc.gov/dialysis/guidelines/water-use.html

By reducing risk from water in the healthcare setting many 
infections and outbreaks can be avoided.

During an average week of hemodialysis, a patient can be 
exposed to 300-600 liters of water, providing multiple 
opportunities for potential patient exposure to waterborne 
pathogens. 

Water use in Dialysis

https://www.cdc.gov/dialysis/guidelines/water-use.html
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Water Use in Dialysis
Adverse patient outcomes including outbreaks associated with water 
exposure in dialysis settings have resulted from patient exposure to 
water via a variety of pathways; including improper formulation of 
dialysate with water containing high levels of chemical or biological 
contaminants, contamination of injectable medications with tap water, 
and reprocessing of dialyzers with contaminated water.  

For the health and safety of hemodialysis patients, it is vital to ensure 
the water used to perform dialysis is safe and clean.



139

https://www.cdc.gov/dialysis/reports-news/outbreaks.html

Outbreaks associated with Water Exposure in Dialysis

https://www.cdc.gov/dialysis/reports-news/outbreaks.html
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AAMI  in conjunction with the International Standards Organization (ISO) have 
established chemical and microbiological standards for the water used to 
prepare dialysate, substitution fluid, or to reprocess hemodialyzers for renal 
replacement therapy. The AAMI standards address:

● Equipment and processes used to purify water for the preparation of 
concentrates and dialysate and the reprocessing of dialyzers for multiple use.

● The devices used to store and distribute this water.
● The allowable and action threshold levels of water contaminants, bacterial 

cell counts, and endotoxins. Refer to specific reference listed for full details 
on maximum allowable chemical contaminates and bacterial/endotoxin 
limits.

AAMI Water  Standards
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AAMI Water  Standards

Endotoxin - a  toxin that is  pres ent ins ide a  bacterial cell and is  releas ed when the cell dis integrates .
Total viable count (TVC) - tes t that es timates  the total numbers  of microorganis ms , s uch as  bacteria , yeas t or mould s pecies , that are pres ent in a  water s ample.
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https://www.cdc.gov/oralhealth/infectioncontrol/summary-infection-prevention-practices/dental-unit-water-quality.html

https://www.cdc.gov/oralhealth/infectioncontrol/summary-infection-prevention-practices/dental-unit-water-quality.html
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CFU - colony-forming units. 

It is a unit that we use for estimating the 

number of viable bacteria or the fungal cells 

in a sample.

heterotrophic

Capable of utilizing only organic materials as a source of food.
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https://emergency.cdc.gov/han/2022/han00478.asp

https://emergency.cdc.gov/han/2022/han00478.asp
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Water impurities can jeopardize patient health, decrease 
decontamination effectiveness and shorten the useful life of 
instrumentation. 

Automated reprocessing equipment functionality, effectiveness 
and life span are also negatively impacted by impurities 
commonly found in water. 

The quality and consistency of the water used in a sterile 
processing department is critical. 

Water Quality in Sterilization

https://multimedia.3m.com/mws/media/537593O/water-quality-impact-on-decontamination-mic-oct08.pdf

https://multimedia.3m.com/mws/media/537593O/water-quality-impact-on-decontamination-mic-oct08.pdf
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A new standard that establishes requirements for the 
quality of water used to process medical devices.

ANSI/AAMI ST108:2023, Water for the processing of 
medical devices, revises and replaces AAMI 
TIR34:2014/(R)2021, which provides information and 
guidance on water quality for device reprocessing.

https://www.globenewswire.com/Tracker?data=T-w1OIu2oOO5kOtmm3XWCBrJZE3GoJ4dsmavaXp5XHBwLUfTgcZplr5zT6wZqT6Ebv0a9H3RI9WB4mR0078cJ5DnYsGJHSxsOV3aITjzxj4vgzRWVCMbuv4J2kGM70d2
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ST108 provides clear requirements for every stage of medical device processing

The new standard:

1. Identifies the categories of water quality that should be used during each stage 
of sterile processing.

2. Provides a risk analysis and establishes roles and responsibilities for processing 
facilities.

3. Assesses water quality based on factors such as pH, microbial level, 
conductivity, and other properties.

4. Establishes maintenance, monitoring, and quality improvement procedures for 
water treatment systems.

5. Addresses emergency circumstances such as service interruptions and boil 
water advisories.
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AAMI TIR34 – Water for the Reprocessing of Medical 
Devices
How to ensure adequate water quality for your sterile processing department

https://www.evoqua.com/en/articles/AAMI-TIR34-water-for-medical-devices/

https://www.evoqua.com/en/articles/AAMI-TIR34-water-for-medical-devices/
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Test Your Knowledge

Q. 1  The following organizations develop standards except
a. Joint Commission
b. NFPA
c. AAMI
d. College of American Pathologists
e. Federal Government
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Q. 2  A document that is issued by a government entity is called
a. Standard
b. Guidelines
c. Regulation
d. None of the above
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Q. 3. The Joint Commission Standards are “mandatory”
 a. Yes

b. No
c. No but many third-party organizations require Joint Commission 
Accreditation.
d. None of the above



156

Q. 4  The Joint Commission is 
 a. an independent, for-profit organization

b. an independent, not-for-profit organization
c. a government organization
d. none of the above
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Q. 5  The following are federal agencies except
 a. FDA

b. FCC
c. CMS
d. OSHA
e. The Joint Commission
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Q.6  FDA inspects all blood facilities at least every 

a. two years

b. three years

c. 18 months

d. four years
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Q. 7  The Wireless Medical Telemetry Service (WMTS) is in the 
following range
a. 608 – 614 MHz 
b. 1395 – 1400 MHz 
c. 1427 – 1432 MHz 
d. All of the above
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Q. 8  The Laboratory equipment should be maintained  
a. per alternative equipment maintenance (AEM) program
b. per manufacturer’s recommendations
c. annually
d. None of the above



161

Q. 9 The alternative equipment maintenance (AEM) is not allowed for the following, 
and maintenance activities and frequencies must follow manufacturers' 
recommendations:

a.Equipment subject to federal or state law or Medicare Conditions of Participation
b.Imaging and radiologic equipment (diagnostic or therapeutic)
c.Medical LASER devices
d.New medical equipment with insufficient maintenance history to support the use    
of an AEM strategy

e.All of the above
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Q.10  If line-operated medical equipment is used in a patient care room/area, 
inside the patient care vicinity the power strips providing power to medical 
equipment must be compliant with 
a. UL 1363A or UL 60601-1
b. UL 1363A
c. UL 60601-1
d. NFPA 99
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Q. 11 During an average week of hemodialysis, a patient can be exposed to 
______of water

a. 100-120 liters
b. 300-600 liters
c. 300-600 gallons
d. 100-120 gallons
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Q. 12 The standardized form intended to be filled out by medical device 
manufacturers to communicate information about their devices' security and 
privacy characteristics to current device owners and potential buyers is called

a. Manufacturer Declaration Statement for Medical Device Security (MDS2)
b. Manufacturer Disclosure Statement for Medical Device Security (MDS2)
c. Manufacturer Disclosure Statement for Medical Equipment Security 
d. Manufacturer Disclosure Summary for Medical Device Security (MDS2)
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Tips for Preparing for CCE Written Exam
Review “Content Outline” in 
https://accenet.org/CECertification/Documents/2023_CCE_Handbook.pdf

https://accenet.org/CECertification/Documents/2023_CCE_Handbook.pdf
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Resources
● Journal of Clinical Engineering - Articles on CCE Prep by Arif Subhan - since 2005
● https://24x7mag.com/  Search “Arif Subhan”
● ECRI articles
● ACCE News

https://shop.lww.com/Journal-of-Clinical-Engineering/p/0363-8855
https://24x7mag.com/
https://www.ecri.org/library/
https://accenet.org/publications/Pages/Newsletters.aspx
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Please complete the evaluation form for session5 at:  https://www.surveymonkey.com/r/2023-session5

                                  or scan the QR code:

Questions
& 

Discuss ions

9/6/2023
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